] imm@
Serving IT Gowen

IT Geernance Professionals
Mumbai Chapter
___-‘

Cost Management Controls

In IT operations using
COBIT Framework

Sanjiv Arora, cCIsA, CISM, CGEIT
Principal Consultant, CEO

I_i TECHNOLOGICS
<= & CONTROLS

24-Oct-2009



S —4saca

Agenda

About Technologics and Controls
IT Governance
COBIT framework

Cost Management Controls in IT Operations using COBIT



" S isaca

Introduction : Technologics & Controls

Founded in 2001

Based in New Delhi, India

Represented in USA and Australia
Represented in Jaipur and Pune in India

Services: IT Audits, Risk Management consulting, Information
security assessment and management, IT Governance services,
compliance and related services.

Products: Sole reseller in India of DataSec S.R.L providing software
solutions based on COBIT /1S0O27001 / COSO and other standards

COBT Suite

Meycor COBIT Suite IS0 27001 Meycor COS0
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IT Governance — Need? -

In all large corporations, there is a
pervasive fear that someone,
somewhere is having fun with a
computer on company time. Networks
help alleviate that fear.

- John C Dvorak
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IT Governance — Need?

What is driving today’s businesses?

Impacts

Enterprise Governance



IT Governance - Alignment " Wt ot

Value Delivery mmmm)> Business Benefits

eSecure eCustomer satisfaction
*On Time *Brand Loyalty

*\Within Budgets Competitive advantage
*Good Quality *Profitability

*Reduce Expense
*Proven best
practices

Crux - Fill what's empty. Empty what's full. And scratch
where it itches. - murphy's law
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Why COBIT? —
Better alignment based on business focus
Demonstrates management viewpoint and expectations

Clear ownerships and responsibilities based on
processes

Increasing acceptability with third parties and regulators

Eases IT Governance communication between
stakeholders and other parties

Fulfillment of the COSO requirements for IT control
environment



Absence of IT Governance framework: Impact

Mumbai Chapter

Business and governance requirements are not
delivered effectively without adopting a framework for IT

to

Make a link to the business requirements

Measure performance against the requirements
transparent

Organize its activities into a generally accepted
process model

|dentify the resources to be leveraged

Define management control objectives to be
considered



COBIT Framework
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=-f5d Elgn and Organise

PO

| P09

i [® PO10 - Manage Projects
b Acquire and Implemert

PO2-
PO3-
P04 -
PO5 -
[»| POB-
f»| PO7-

- Defing a Strategic 1T Plan
Diefing the Information Architectune
Determine Technological Direction

Manage the IT Investment

Communicate banagement &ime and Direchion
tanage T Human Resources

- Manage Cluality

- Bigzess and Manage I T Risks

- |dentify Automated Solutions

- Bicquire and Maintain Application Software

- Bicquire and Maintain Technology [nfrastructure
- Enable Operation and Uze

- Procure IT Resources

- Manage Changes

- Ingtall and Accredit Solutions and Changes

- ’?)%: Ele:liver and Support

| D51

[® DS7-
D58 -
- Manage the Configuration

0510 - Manage Problems

D511 - Manage Data

0512 - Manage the Physical Environment
| 0513 - Manaoe Doerations

®| Ds2-
{®| Ds3-
[ D54-
fm| D5 -

- Defing and Manage Service Levels
tanage Third-party Services
tanage Performance and Capacity
Engure Continuous Service

Enzure Systems Security

- |dentify and Allocate Costs

Educate and Train Users

Manage Service Desk and Incidents

Define the IT Procezses, Organization and Relationshipz

Process

[re=zcription

Buziness
Requirernent

|z enabled by

Conziderations

|z Measured by

Dezirable Score

PO4 Define the IT Processes, Organization and Relationships

An T arganization iz defined by congidering requirements for staff, skillz, functions, accountability,
authority, rales and rezponsibilities, and supervizion. Thiz organization iz embedded inta an 1T
process framework that ensures transparency and contral az well az the involvement of senior
execLUtives and buziness management. & strategy committes ensures board overzight of 1T, and one

L

B

ar more steenng committees in which business and IT participate determine the prioritization of 1T bl
Being agile in rezponding to the buziness strategy while complying with governance requirements
and providing defined and competent points of contact
- Defining an [T process framework,
- Establizhing appropriate organizational bodies and structure
- Defining rales and responzsibilities
E stablishing tranzparent, flexible and respongive IT arganizational structures and defining and e
implementing IT processes with owners, roles and responzibilities integrated into busineszs and -
- Percent of roles with documented position and autharity descriptions ~
- Mumber of buginess unitz/processes not supported by the 1T organization that zhould be
supported, according to the strategy

w

IT Rezources

Dramain

T Info. Criteria T

T Governance Areas |

|_ Yalue Deliverny

E Strateqic Alignment

|F Rizk Managerment
|F Rezource Management

|_ Performance Meazurement
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COBIT Framework

Figure 4 —Interrelationships of CoeiT Components

Process Orientation
Business
Requirements
IT ;
Processes |t N
Resources Natural grouping of processes,
often matching an organisational
Domains domain of responsibility
A series of joined activities with
natural control breaks
Processes
Re
o Actions needed to achieve a
measurable result—activities have
a life cycle, whereas tasks are —
Activities discrete
or Tasks

2008 IT Gowwrzance Instituis — Exis Sochern All rights resarved

Source — ITGI presentation materials



COBIT — Key Objectives and Controls
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= @ Plan and Organise
+- {3 PO1 - Define a Strategic IT Plan
[+ Lﬂ FO2 - Define the Infarmation Architecture
[+ Lﬂ FO3 - Determine Technological Direction
E Lﬂ FO4 - Defing the IT Processes, Organization and R elationzhips

% 11T Process Framework

% 21T Strategy Committee

L 3T Steering Committee

% 4 - Organizational Placement of the IT Function
EE 5 - 1T Organizational Stucture

[ B - Establishment of Roles and Responsibilities
B 7 - Responsibility for IT Quality Assurance

[ 8 - Responsibility for Risk, Security and Compliance
[ 9 - Data and System Ownership

% 10 - Supervigion

% 11 - Seareqgation of Duties

LB 21T Staffing

% 13 - Fey IT Personnel

% 14 - Contracted Staff Policies and Procedures
% 15 - Relationzhips

[+ Lﬂ P05 - Manage the IT lnvestment

[+ Lﬂ FOE - Communicate Management Aims and Direction
[+ Lﬂ FO7 - Manage IT Human Resources

[+ Lﬂ PO& - Manage Quality

[+ Lﬂ P09 - Agzezs and Manage IT Risks

[+ Lﬂ FO10 - Manage Projects

ﬂ Acguire and [mplement

b Deliver and Support

by Monitor and Evaluate

[+

[+

D omair: |Plan and Organise

Frocess: F4

Objective: IT

Cartral: |-|—

Clazsifications: ICDBIT __11
Contral Weighting: m

Huestion:

e staffing requirements evaluated on a regular basiz or upon major changes to the business,
operational or IT environments to ensure that the I T function has a sufficient number of
competent T lstaff?

Hext
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COBIT — Map Business objectives using Funnel Approach |

4 Domains

34 Processes
(select applicable processes)

210 Control Objectives
(select from applicable objectives)

Controls
(Select / add / modify controls to
Suit your IT Governance needs)

* Equals =

4 Domains

22 processes

145 controls objectives
N Controls

*
An example




COBIT — Processes and Controls — Tangible Cost Management
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Process Cost Area Immature Processes and tangible cost savings

FOT and Frogramrme [nability to prioritise and cancel 1T initiatives

FO10 management

FO& Investment Foor business cases and returns on [T-related
management Investments

FO5 and Budgeting and Foor understanding of current costs; inability to

D=k cost management | optimisd the budget and identify how to spend less

\ but obtain mare value
9 FO10 Froject Frojects running late and over budget
X rmanagerment
. Al5 Frocurement Inahility ta negatiate good deals and abtain value far
Maonay
L [ W] Accet Cost of agsets not understood; bad asset
management replacement strategy, software licenses naot being used, hardware
maintenance too high

0= Contract and Bad supplier relationships and poor service/product delivery
supplier
managerm ent

D51 and Service levels Foor service delivery; service calls and incidents tao

D=6 and service desk | High

D13 Operations and Too many tools and not enough efficiency; no standardization
systems procedures
management

Cost Management Controls = Selected 10 processes

Source - http://www.isaca.org/AMTemplate.cfm?Section=COBIT_Focus&Template=/ContentManagement/ContentDisplay.cfm&ContentID=47399
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COBIT - Processes and Controls — Excess Labour Management Besibince

Process | CostArea Immature people related process and excessive labour
cost
PO4 IT management and Ineftective outsourcing arrangements; 1T
arganisatian arganisation not optimal for business needs
PO7 o Deployment of human | o Skills not aligned to competencies; highly qualified
capital handling staff firefighting issues
o High recruitment o Inability to hire staff required
costs o High staff turnover; low staff marale
o otaff retention o High cantractar costs as percentage of overall staff
o lUse of contractors costs
Ald Training and staff High degree af errors and rework; poor feedback
development regarding staff learning and development

Too many cooks....!



COBIT — Assessment and gaps — Tangible Cost Management




COBIT — Tangible Cost Management — Concerns / Saving

Cont'd
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COBIT - Tangible Cost Management — Concerns / Saving



COBIT - Tangible Cost Management — Recommendation — DS2

Customize recommendations
according to business objectives.



COBIT - Tangible Cost Management—Tasks/linked Recommendation
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COBIT — Tangible Cost Management—Tasks Manage / Comply

Verify and validate to ensure
compliance and success.



COBIT - Tangible Cost Management— Communicate Results

Proactive IT initiatives and operational improvements
Enhance credibility of the IT organization
Benefits

Tangibles
Current period vs previous period
% saving from alternate options
Forecast reduction in expense / ROI

Intangibles
Efficiency of operations
Reduced incidents
High uptime
Link to business objectives
Faster product launch

Timely service delivery
Increase in customers / revenue
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COBIT — Comprehensiveness and other standards

Comprehensiveness
Business operations completely dependent on IT

Business applications (ERP), workflows, resource sharing,
communication (chat, email,video conferencmg) controls are all
logical controls

Approval and authorization — financial or non-financial is mostly
handled by logical controls

Confidentiality is primarily managed within technology
COBIT encompasses all aspects of IT Governance

Other standards where COBIT is useful
ITIL
SOX compliance
PCI-DSS
NIST
HIPAA
1SO27001
Others



COBIT — Other Standards

Common misunderstanding: We already have xyz standard, so we do
not need COBIT.

Always draw your curves, then plot your reading. - murphy's law

http://www.isaca.org/AMTemplate.cfm?Section=COBIT_Focus&Template=/ContentManagement/ContentDisplay.cfm&ContentID=31702



COBIT — Cost Management Controls in the IT operations

We thank you and appreciate your valuable time
for today’s session.

Good Night.
Have a great weekend.

Sanjiv Arora,
Technologics and Controls
www.tech-controls.com




