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Introduction : Introduction : TechnologicsTechnologics & Controls& Controls

� Founded in 2001
� Based in New Delhi, India
� Represented in USA and Australia
� Represented in Jaipur and Pune in India
� Services: IT Audits, Risk Management consulting,  Information 

security assessment and management, IT Governance services, 
compliance and related services.

� Products: Sole reseller in India of DataSec S.R.L providing software 
solutions based on COBIT / ISO27001 / COSO and other standards



IT Governance IT Governance –– Need?Need?

In all large corporations, there is a 
pervasive fear that someone, 
somewhere is having fun with a 
computer on company time. Networks 
help alleviate that fear. 

- John C Dvorak



IT Governance IT Governance –– Need?Need?

What is driving today’s businesses?

Assertive Stakeholders
Aggressive Competition
Emerging Regulations

Recessionary trends direct / indirect
Extremely high IT Dependence

Impacts

Enterprise GovernanceEnterprise Governance



IT Governance IT Governance -- AlignmentAlignment

Value Delivery

•Secure
•On Time
•Within Budgets
•Good Quality
•Reduce Expense
•Proven best 
practices

Business Benefits

•Customer satisfaction
•Brand Loyalty
•Competitive advantage
•Profitability

Crux - Fill what's empty. Empty what's full. And scratch 
where it itches. – Murphy’s law



Why COBIT?Why COBIT?

� Better alignment based on business focus
� Demonstrates management viewpoint and expectations
� Clear ownerships and responsibilities based on 

processes
� Increasing acceptability with third parties and regulators
� Eases IT Governance communication between 

stakeholders and other parties
� Fulfillment of the COSO requirements for IT control 

environment



Absence of IT Governance framework: ImpactAbsence of IT Governance framework: Impact

� Business and governance requirements are not 
delivered effectively without adopting a framework for IT 
to
� Make a link to the business requirements
� Measure performance against the requirements 

transparent
� Organize its activities into a generally accepted 

process model
� Identify the resources to be leveraged
� Define management control objectives to be 

considered



COBIT FrameworkCOBIT Framework



COBIT FrameworkCOBIT Framework

Source – ITGI presentation materials



COBIT COBIT –– Key Objectives and ControlsKey Objectives and Controls



COBIT COBIT –– Map Business objectives using Funnel ApproachMap Business objectives using Funnel Approach

4 Domains

34 Processes
(select applicable processes)

210 Control Objectives
(select from applicable objectives)

Controls
(Select / add / modify controls to 
Suit your IT Governance needs)

* Equals = 
4 Domains
22 processes
145 controls objectives 
N Controls
* An example



COBIT COBIT –– Processes and Controls Processes and Controls –– Tangible Cost ManagementTangible Cost Management

Source - http://www.isaca.org/AMTemplate.cfm?Section=COBIT_Focus&Template=/ContentManagement/ContentDisplay.cfm&ContentID=47399

Cost Management Controls = Selected 10 processes



COBIT COBIT –– Processes and Controls Processes and Controls –– Excess Excess LabourLabour ManagementManagement

Too many cooks….!



COBIT COBIT –– Assessment and gaps Assessment and gaps –– Tangible Cost ManagementTangible Cost Management



COBIT COBIT –– Tangible Cost Management Tangible Cost Management –– Concerns / SavingConcerns / Saving

Cont’d



COBIT COBIT –– Tangible Cost Management Tangible Cost Management –– Concerns / SavingConcerns / Saving



COBIT COBIT –– Tangible Cost Management Tangible Cost Management –– Recommendation Recommendation –– DS2DS2

Customize recommendations 
according to business objectives.



COBIT COBIT –– Tangible Cost ManagementTangible Cost Management––Tasks/linked RecommendationTasks/linked Recommendation



COBIT COBIT –– Tangible Cost ManagementTangible Cost Management––Tasks Manage / ComplyTasks Manage / Comply

Verify and validate to ensure 
compliance and success.



COBIT COBIT –– Tangible Cost ManagementTangible Cost Management–– Communicate ResultsCommunicate Results

� Proactive IT initiatives and operational improvements
� Enhance credibility of the IT organization
� Benefits

� Tangibles
� Current period vs previous period
� % saving from alternate options
� Forecast reduction in expense / ROI 

� Intangibles
� Efficiency of operations 
� Reduced incidents
� High uptime
� Link to business objectives 

� Faster product launch
� Timely service delivery 
� Increase in customers / revenue



COBIT COBIT –– Comprehensiveness and other standardsComprehensiveness and other standards

� Comprehensiveness
� Business operations completely dependent on IT
� Business applications (ERP), workflows, resource sharing, 

communication (chat, email,video conferencing) controls are all 
logical controls

� Approval and authorization – financial or non-financial is mostly 
handled by logical controls

� Confidentiality is primarily managed within technology
� COBIT encompasses all aspects of IT Governance 

� Other standards where COBIT is useful 
� ITIL
� SOX compliance
� PCI-DSS
� NIST
� HIPAA
� ISO27001
� Others



COBITCOBIT –– Other StandardsOther Standards

http://www.isaca.org/AMTemplate.cfm?Section=COBIT_Focus&Template=/ContentManagement/ContentDisplay.cfm&ContentID=31702

Common misunderstanding: We already have xyz standard, so we do 
not need COBIT.

Always draw your curves, then plot your reading. – Murphy’s law



COBIT COBIT –– Cost Management Controls in the IT operationsCost Management Controls in the IT operations

We thank you and appreciate your valuable time 
for today’s session.

Good Night.
Have a great weekend.

Sanjiv Arora,
Technologics and Controls

www.tech-controls.com


